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The fake goods market continues to grow, costing industries billions in revenue 
and putting consumer safety at risk. Traditional solutions are generally ineffec-
tive against counterfeiting. But an emerging technology safeguards brand trust 
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Introduction
In 2019, fake goods accounted for 3.3 percent of global trade, costing industries 
billions in lost revenue. Meanwhile counterfeit products, like food, alcohol or 
medicines, often contain toxic substances, putting consumer health and safety at 
serious risk.

Traditional anti-counterfeiting measures, such as serialization, are not effective 
enough to combat the rising trend of the fake market. Today’s manufacturing 
capabilities enable counterfeiters to copy these methods and pass off fake goods 
as legitimate.

To prevent counterfeiting, brands must give products copy-proof unique identifiers, 
which can trace physical items throughout the entire supply chain. In addition, the 
solution must be cost-effective and easy to implement on pre-existing hardware, 
such as a smartphone.

Physical Unclonable Functions (PUFs) offer a reliable option, as they consist of 
disordered patterns so complex, they are impossible to duplicate, even by the 
original manufacturer.

Like a fingerprint, physical items receive unique identifiers paired with a digital 
hash-code. Linking physical items with a digital ID creates a “biometrics of things”, 
an integrated solution to the growing issue with fake goods. At any point in the 
supply chain, consumers, distributors, retailers and even third party users can 
validate a product using the scan of a smartphone.

Brands can use optical PUFs as a low-cost method to authenticate an exact product 
throughout its entire lifecycle using a common smartphone. This whitepaper explores 
the challenges of traditional anti-counterfeiting methods, and how optical PUFs 
can better meet the demands of product protection.
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Traditional Approaches to Anti-Counterfeiting
Traditional anti-counterfeiting measures fall short because they can be easily 
copied and passed off as legitimate.

Product authentication requires an identifier, a physical feature that allows 
validation of a product throughout the entire supply chain. Traditionally, brands 
use serialization features that are difficult to recreate, such as a QR Code, barcode, 
data matrix code or RFID, to validate and authenticate a physical item.

However, with today’s manufacturing capabilities, counterfeiters have found ways 
to copy these methods like holograms, special inks, challenging printing techniques 
and even DNA tags and pass off fake goods as legitimate.

To fully protect products against forgery, brands must use identifiers that are 
impossible to copy. Identifiers must be unique to each product, as in the FDA 
mandated serialization of medicine. The technology must be independent of all 
links in the supply chain and allow the end user or a trusted point-of-sale to 
perform independent and secure validation of product authenticity.

Each product receives a unique identifier, a physical feature applied directly to the 
packaging. Then a digital twin of this “unique identifier” is created. Connecting the 
physical product to a digital twin completes the missing link in the supply chain. 
Operations in the physical world are tracked in the digital world via the unique 
identifier of an object, and digital transactions between objects in the physical 
world can be authenticated using the link between the unique identifier and a 
corresponding digital ID.

The best example of a unique identifier is a fingerprint. Yet, security researchers 
have found that even criminals with the right material can spoof fingerprints. The 
reading and validation of fingerprints are very complex, which is why simple systems 
typically only allow a low number of attempts of validation. The chance of a false 
positive is too high for multiple attempts to be made. Further, creating a digital 
identity based on complex fingerprints is not readily achieved.

A Personal Identification Number is a very simple, yet secure, unique identifier that 
directly translates into a digital ID. The 4-digit PIN has a very limited capacity with 
only 9999 unique identifiers, eliminating the chances of false positives if individual 
keypresses are incorrectly recorded. However, typical credit card systems only allow 
for three wrong attempts for validation, as the chance of guessing or “brute-forcing” 
the correct digital ID becomes too high.
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In order for a unique identifier to effectively prevent counterfeiting, it will need to 
meet the following criteria:

Copy-proof

Zero chance of false positives

High capacity

Trusted path of software dissemination

End-user authentication

Validation using readily available resources

Even with the perfect physical unique identifier, there are still unsolved issues 
in creating a digital ID from the physical unique identifier of the objects. Here, 
the inherent limitations in linking a physical unique identifier to a digital ID is 
explored for a system for decentralized validation of authenticity based in Physical 
Unclonable Functions (PUFs).



Introduction to Physical Unclonable Functions 
Physical Unclonable Functions (PUFs) consist of complex, disordered patterns 
that make them impossible to duplicate, even by the original manufacturer. When 
applied to the material of a product, brands can use PUFs to identify an exact 
product throughout its entire lifecycle.

PUFs Application in Electronics 

While PUFs have recently emerged in the optical authentication of goods, their 
application has been investigated in detail in electronics. Providing effective anti-
counterfeiting solutions within an open authentication systems requires the following 
demands from PUFs in electronics:

Cost: ​Brands require cost-effective object identification in which PUFs cost under 
$0.10 per physical identifier

Accessibility:​ The system must operate on low cost, accessible hardware, such as 
a standard smartphone. These demands are given by the problem: ensuring the 
validity of mass market products such as individual medical devices, packages of 
medicine, machine parts and similar at the end user.

Copy-proof: ​Any electronic signal is readily copied—consider the ability of modern 
smartphones to replicate the RFID tag commonly used in credit cards. Human 
fingerprints have the same problem, as often illustrated in fiction where latent 
fingerprints are copied. While a copy of the PUF cannot be created, the output—
the measurement used in the authentication, is readily generated. To solve the 
problem requires an authentication system that only involves and enables two 
parties, the manufacturer and the end user.
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The Three-Tiers of Optical Authentication
Several levels of authentication are available in a single Pufin ID Physical Unclonable 
Function (see Figure 1). At each level of authentication, a unique identifier and a 
digital ID is generated from a single physical item.

The higher levels offer ideal solutions for point-of-sale or forensic use. Identification 
takes minutes and requires specialized, often expensive hardware, such as a trusted 
point-of-sale or trusted distributor, to verify an object with its digital twin.

Tier 1 optical authentication offers a better method for product verification as it 
processes almost instantly and doesn’t require pricey hardware. An end user at any 
point in the supply chain can scan the object identifier to make sure that it matches 
the digital version to validate the product as genuine.

Users can verify an object in seconds using a low-magnification lens and a common 
smartphone. The magnification is required to resolve the PUF, which is a random 
pattern of microparticles. At this tier, optical PUFs offer a level of security sufficient 
for most mass market products.

Figure 1.​ The three-tier optical authentication system is based on PUFs, their 
derived unique identifiers, corresponding digital identities and the resources 
required to operate the system.
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Tier 1 optical authentication process works as follows (see ​Figure 2​ below):

1.	 A physical unclonable function is generated on the product.

2.	 The manufacturer registers all the unique identifiers from the PUFs storing  
them as digital IDs of an authentic product in a secure registry,

3.	 The end user reads the PUF using a smartphone. The client based software 
converts the read to a digital ID, queries the registry and reports whether the 
product is authentic or counterfeit.

The process consists of four main components (​see Figure 2 ​below):

A.	The tangible components of the authentication system at the site of product 
manufacture and with the end user including the IT infrastructure

B.	The individual components of the minimum viable authentication system

C.	The information flow needed from the initial registration of a product to end user 
validation

D.	The different domains of digital and physical unique identifiers

Figure 2.​ Optical authentication system based on PUFs, their derived unique 
identifiers and corresponding digital identities.



The Tier 1 authentication system creates a direct link from manufacturer and end 
user, thus bypassing potential tampering from counterfeiters. However, the system 
implies that all internal parties intend to supply and consume genuine articles and 
that only the counterfeiter has malicious intent (see ​Table 1​).
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Table 1.​ Parties and the intent of parties involved in manufacturing and distributing 
goods. 

A decentralized anti-counterfeiting system relies on the intent of both manufacturer 
and end user. This enables any PUF based solution, as there is no desire to make 
false validations at these points of the system. Thus, the translation from unique 
Physical Unclonable Function to digital ID ensures brand trust, and an operational 
anti-counterfeiting system does not have to include active countermeasures against 
fraudulent authentication attempts.



Conclusion
Traditional anti-counterfeiting methods depend on decentralized validation of 
physical unique identifiers. This creates vulnerabilities in a supply chain in which 
counterfeiters can easily copy identifiers using modern manufacturing capabilities.

Optical PUFs provide a different approach to anti-counterfeiting that matches 
a unique identifier against its digital ID. Products receive copy-proof unique 
identifiers, impossible to clone. Authentication doesn’t require specialized hardware, 
and consumers, distributors, retailers and third party users can validate a product 
with its digital hash code in seconds using a smartphone. Brands can use optical 
PUFs as a low-cost method to authenticate an exact product throughout its entire 
lifecycle.
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Today’s manufacturing capabilities combined with AI-technology enable 
unrivaled anti-counterfeit protection throughout the entire product lifespan.  

Visit www.pufin.id to learn more.


